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Preamble: In recognition of the evolving digital landscape and the pervasive
integration of technology into every facet of contemporary life, we, the custodians of
the interconnected realm, acknowledge the imperative to safeguard the integrity,
confidentiality, and availability of digital information. Understanding that the digital
domain is indispensable to the functioning of societies, economies, and governance, we
hereby establish this preamble to articulate the principles that underpin our
commitment to cybersecurity.

Objectives:
¢ Protecting Confidentiality
e Ensuring Integrity of Data and Systems
e Promoting Availability and Reliability
Instructional Design:
This course is of 30-hour duration which includes theory classes and assignments etc.

Medium of Instruction: English

Course Structure and Examination Scheme:

Total contact hours:
Theory Classes: 30 Hours

Mode of Examination:

MCQ Exam of 25 Questions: 50 Marks

Eligibility: Students enrolled in LLB Programme
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Syllabus

Module I: Cyber Security Syllabus - Important fa
Modulell: Cyber security Syllabus: List of Subjects
Module III: 2.1 Typical elective subjects in Cyber Security
Module IV: Cyber security Syllabus in Detail

Module V: Cyber security Syllabus in Detail

Module VI: Cyber Security Syllabus: Specialisations
Module VII: Cyber security Syllabus: Books and Authors
Module VIII: Cyber security Distance Learning Syllabus
Module IX: Cyber security Entrance Exams

Module X : Top Institutes for Cyber Security

Module XI: Cyber Security Syllabus: FAQs

REFERENCES

e Guide to the World of cyber security .By Anand Shinde

¢ Information security.By Mark Rhodes-Qusley
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Report and Outcomes

Name of the Course: Add-on Course on Cyber Security

Number of Student Enrolled: 32

< o
BOS Meeting Date: 3 9> - 202

Start Date of the Course:  \+ ©S - 2020

End Date of the Course: 2-3 -©t » 2020

R V Bidap Law College conducted a course on Data Protection:
integrity, and availability of their sensitive data. This protects information from being accessed,
With robust cyber security measures in place, organizations can ensure the confidentiality,
modified, or deleted by unauthorized individuals or malicious software.
Prevention of Unauthorized Access:

Cyber security helps prevent unauthorized access to systems and networks. This includes
protecting user accounts, restricting access to sensitive information, and implementing strong
authentication methods. By doing so, organizations can safeguard their digital assets from
unauthorized individuals
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Outcome of the Course

1Data Protection:

With robust cyber security measures in place, organizations can ensure the
confidentiality, integrity, and availability of their sensitive data. This protects information
from being accessed, modified, or deleted by unauthorized individuals or malicious
software.

2 Prevention of Unauthorized Access:

Cyber security helps prevent unauthorized access to systems and networks. This
includes protecting user accounts, restricting access to sensitive information, and
implementing strong authentication methods. By doing so, organizations can safeguard
their digital assets from unauthorized individuals.

3Mitigation of Financial Loss:

Effective cyber security can mitigate the financial impact of cyber threats. By preventing
data breaches, ransomware attacks, and other cybercrimes, organizations can avoid
the financial losses associated with the theft of sensitive information, business
disruption, and the costs of recovering from an attack.

4Maintaining Reputation and Trust:

A strong cyber security posture is essential for maintaining a positive reputation
and earning the trust of customers, clients, and partners. Data breaches and security
incidents can lead to a loss of trust and credibility, potentially resulting in long-term
damage to an organization's reputation

5Compliance with Regulations:

Many industries and regions have specific regulations and compliance
requirements related to cyber security. Implementing effective cybersecurity
measures ensures that organizations adhere to these regulations, avoiding
legal consequences and potential fines. Compliance also demonstrates a
commitment to protecting user privacy and data.
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